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27 November 2025 

Via E-Mail: 
lqm@xln.moe  

 

Dear Ms. Zia Leng, 

Re7 Labs Inc. – Cease and Desist Notice (the “Second Notice”) 

1 We act on behalf of Re7 Labs Inc. (“Re7”). 

2 We refer to our letter dated 14 November 2025 and addressed to “Xiaoleng” 
(the “First Notice”). 

3 We write in connection with your email dated 13 November 2025 at 17:24 to 
Nia Beer, Sean McEvoy and Lucy Churchill of ‘With Intelligence’, and 
copied to a broad distribution list of media outlets, industry organisations, 
award committees, and commercial partners. A copy of that email, together 
with its attachment, (the “13 November Email”) is exhibited at Annex 1. 

4 The 13 November Email contains serious, inaccurate and unsubstantiated 
allegations concerning our client. Any suggestion in that email of 
wrongdoing, misconduct, or breach of any legal or other obligation by Re7 
is denied in the strongest possible terms. Your decision to publish these 
allegations to third parties, rather than address them to our client directly, 
was also intended to, and has, damaged our client’s reputation. 

5 Our client has also forwarded to us: 

5.1 a screenshot of a message posted by you in a public Discord chat, in 
which you shared content from the 13 November Email with other 
Discord users, as exhibited at Annex 2 to this letter; and 

5.2 a screenshot of a message sent by you on a Telegram public chat 
which is exhibited at Annex 3 to this letter. Our client takes this threat, 
which could be construed as blackmail, and certainly is an improper 
attempt to apply pressure, given that you are threatening to write to 
our client’s financial partners unless our client makes certain 
payments to you. 

(together, the (“14 November Messages”). 
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6 Despite having received the First Notice on 14 November 2025, you have 
nonetheless continued to disseminate reputationally damaging and 
misleading statements across publicly accessible Discord and Telegram 
channels regarding Re7. Representative extracts of these postings are 
exhibited at Annex 4 to this Second Notice. 

7 Following the circulation of the 13 November Email and the 14 November 
Messages, Re7 engaged a professional specialist investigative agency to 
determine the identity, nationality, and location of the individual operating 
under the alias “Xiaoleng”. The investigators have:  

7.1 identified you as Zia Leng, a Chinese national, supported by passport-
linked materials and consistent cross-platform metadata; and  

7.2 confirmed that your activities have been carried out from overseas 
digital infrastructure, most likely within China. 

CEASE AND DESIST DEMAND 

8 As noted above, you have failed to comply with the demands set out in our 
First Notice. 

9 Without prejudice to, and in addition to, the demands contained in the First 
Notice, Re7 hereby demands that you immediately: 

9.1 cease and desist from making, issuing, publishing, or disseminating 
any further statements or communications of any kind, whether direct 
or indirect, public or private, regarding Re7, its personnel, or any of its 
affiliates;  

9.2 issue a formal written apology and send a corrective message to all of 
the recipients of the 13 November Email and the 14 November 
Messages within 24 hours of receipt of this Second Notice. This 
communication must be approved by our client in advance of 
distribution; 

9.3 preserve all evidence relating to this matter, including but not limited 
to, devices, documents, emails, drafts, metadata, Telegram and other 
message services and digital wallet links; 

9.4 confirm your full legal name and identity, and address, and disclose 
the details of any other individuals, collaborators, or associated 
accounts involved in the preparation, circulation, or distribution of the 
13 November Email and the 14 November Messages; 

9.5 permanently remove and delete all messages you have posted, or 
caused to be posted, in the Telegram Group and in any other 
channel, chat or platform which contain or repeat any statements or 
allegations, concerning Re7, its personnel or any of its affiliates, and 
confirm in writing that no further statements or communications of any 
kind, will be published in relation to Re7, its personnel, or any of its 
affiliates; and 
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9.6 provide written confirmation within 24 hours of receipt of this 
Second Notice that you will comply with each of the above demands. 

RESERVATION OF RIGHTS 

10 Nothing in this letter constitutes, nor should be construed as, an admission 
of Re7’s liability. 

11 Our client expressly reserves all of its rights and remedies. Should you fail 
to comply with this Second Notice, our client reserves the right to take 
immediate legal action without further notice, including but not limited to 
seeking financial compensation and injunctive relief, and reporting your 
actions to any relevant authorities, Discord, Telegram, and any other 
messaging services, in any jurisdiction that our client considers appropriate. 

12 Re7 additionally reserves the right to:  

12.1 escalate this matter to the relevant authorities in the People’s 
Republic of China; 

12.2 refer this matter to international law-enforcement channels, including, 
but not limited to, INTERPOL; and  

12.3 pursue cross-border civil or criminal remedies available in your 
jurisdiction of residence. 

Yours faithfully, 

 
 
Pillsbury Winthrop Shaw Pittman LLP 



 

 

ANNEX 1 



Begin forwarded message: 

From: Xiaoleng <lqm@xln.moe> 
Date: 13 November 2025 at 17:24:47 GST 
To: Nia.Beer@withintelligence.com, sean.mcevoy@withintelligence.com, lucy.churc
hill@withintelligence.com 
Cc: editor@cointelegraph.com, opinion@cointelegraph.com, info@cointelegraph.co
m, newsalert@blooberg.net, tokyonews@bloomberg.net, news@coindesk.com, 
editorial@forkast.news, editorinchief@cryptopolitan.com, editor@decrypt.co, contact
@cryptolate.com, support@101blockchain.com, suuprt@bitwire.io, press@crypto-
finance.com, media@cryptoxlab.com, contcact@zombit.info, editor@cryptonews.co
m, tips@theblock.co, editorial@eu-
startups.com, editor@finextra.com, crypto@cityam.com, contact@beincrypto.com, e
ditorial@crypo-news.net, info@usethebitcoin.com, 
info@cryptopolis.news, editor@cryptoglobe.com, tips@tech.eu, contact@siliconcana
ls.com, info@eureporter.co, editor@coinpres.com, info@cryptoticker.com, press@fx
empire.com, info@buzzacot.co.uk, dublin-
fund@citco.com, sales@rfa.com, ir@clearwateranalytcs.com, hello@re7.capital 
Subject: Urgent Concern: Re7 Capital’s Shortlisting Despite Ongoing 
Unresolved Bad Debt 

 

  This is the first email you've received from this external 
sender. 
Do not click links or open attachments unless it is an email you expected to receive. 

Dear HFM European Performance Awards Committee, 
 
I am writing on behalf of a group of affected users regarding a significant and 
ongoing bad debt event linked to vaults curated and operated by Re7 Labs / Re7 
Capital on Euler Finance. 
 
This letter summarizes the factual timeline of events, Re7’s operational 
responsibilities as risk curator, documented failures in monitoring, intervention, and 
disclosure, and their consistent pattern of PR-led behavior instead of substantive 
problem-solving. 
 
We respectfully request that the  HFM European Performance Awards Committee 
review the following information before proceeding with Re7’s nomination. 
 

A. Factual Timeline of the Loss Event (October 24 – November 5) 
 
Oct 24 – Nov 5: 
Two related on-chain addresses repeatedly deposited USDX and sUSDX (assets 
issued and controlled by StableLabs) into ListaDAO and Euler Finance. Using these 
tokens as collateral, the attacker borrowed large amounts of USDT and USDC, 
draining liquidity from multiple Re7-curated vaults across chains. 
This was not a one-time action. 
It involved: 



• multiple deposits 
• multiple borrow cycles 
• escalating amounts 
• the same single borrower 
• across multiple days 
• visible publicly on-chain 
 
Users have traced the extracted funds to a Binance deposit address: 
0xAf4f176d58a2B05E4Ad61408A59EDD9FF1C53C1E 
(Further evidence is provided in the attached PDF.) 
 
By November 5, liquidity in Re7 vaults was exhausted, and users could no longer 
withdraw even small amounts. 
 

B. Re7’s Responsibilities as Vault Curator 

 
Re7 acted not merely as a passive participant, but as product designer, collateral 
selector, risk curator, and parameter manager, for the vaults. 
 
This role includes responsibility for asset selection and LTV configuration, 
monitoring abnormal borrowing or concentration risk, restricting borrowing 
during suspicious activity, executing liquidations or parameter changes when 
collateral deteriorates, and incident disclosure and communication with users 
and partners 
 
These responsibilities are standard across reputable DeFi curation and lending 
frameworks (e.g., Aave risk stewards, MakerDAO RWA committee, Gauntlet). 
 

C. Documented Failures in Monitoring and Intervention 

1. High-risk collateral admitted at extremely aggressive LTV levels 
Re7 accepted USDX and sUSDX as collateral, despite both being: single-issuer, 
opaque, centrally controlled, and later shown to be manipulable by their own issuer 
(StableLabs). 
 
Moreover, Re7 allowed LTV ratios up to 90% for USDX — far beyond industry 
norms: 
• MakerDAO equivalent assets: ≤ 40% LTV 
• Aave “untrusted” assets: 0%–25% LTV 
• Euler core philosophy: strict collateral standards 
A 90% LTV effectively assumes zero risk, which was not appropriate for USDX. 
 
2. No reaction during 12 days of abnormal borrowing 
From Oct 24 to Nov 5 
Despite the repeated large deposits from the same wallet, escalating borrow 
amounts, multi-day concentration of collateral, migration of the same pattern across 
multiple chains, Re7 issued no alerts, took no preventive actions, did not pause 
borrowing, did not adjust LTV or LLTV, did not liquidate positions while USDX still 
had value. 
 



This failure allowed the situation to progress from abnormal activity into complete 
liquidity depletion. 
 

D. Failures After the Incident—Absence of Transparency and Action 

Once withdrawals failed, users repeatedly requested operational information. 
Re7 has not provided: 
• any Binance ticket number, 
• any evidence of contact with Binance, 
• any legal case filing, 
• any forensic report, 
• any timeline, 
• any LTV-adjustment and liquidation plan, 
• any assessment of underlying asset impairment. 
 
All of the above would reasonably exist if Re7 were conducting a genuine recovery 
operation. 
In contrast, ListaDAO implemented partial recovery measures during the same 
period. 
 

E. Evidence of PR-Driven Behavior Instead of Problem-Solving 

 
Across Discord, X (Twitter), and public communication, Re7’s behavior aligns with a 
recognized crisis-PR pattern: 
 
1. No incident disclosure during the 10-day window of abnormal activity 
Despite repeated and visible warning signs on-chain, Re7 made: no 
announcements, no user alerts, no parameter adjustments, no temporary 
suspensions. 
 
This silence contradicts every known standard for risk-curation. 
 
2. Five days of silence after withdrawals became impossible 
When users were unable to withdraw funds, Re7 remained silent for multiple days. 
 
Their first communication merely summarized what users themselves had 
discovered via on-chain analysis. 
 
3. Deflection instead of evidence 
On Discord, Re7 repeatedly directed users to: “read our X threads,” “see the 
messages above,” while avoiding specific questions about on-chain exposures and 
Binance contact. 
 
To this day, Re7 has not produced any verifiable evidence of having contacted 
Binance. 
 
Redirecting to vague prior statements is a known PR maneuver to create the 
appearance of responsiveness without providing substance. 
 
4. Restricting public scrutiny 



During the incident, Re7: disabled comments on their latest X posts, muted or 
removed some users requesting proof in Euler's #re7-labs Discord channel. 
 
Such actions reduce public visibility rather than facilitate resolution. 
 
5. Continuation of promotional campaigns during the crisis 
During the loss event, Re7 published or promoted a new Bitcoin DeFi product with 
Starknet. 
 
In regulated financial practice, all marketing is paused during a crisis. 
Re7’s continued promotional activity demonstrates a prioritization of reputation optics 
over operational recovery. 
 

F. Failure to Notify Partners and Event Organizers 

Re7 did not inform: HFM European Performance Awards, Starknet, ETH Dublin / 
ETH Ireland, Artemis, iConnections, BarclayHedge, European Blockchain 
Convention, Blockworks, Solana Breakpoint, TradeTech, Opalesque, Solv Protocol, 
Napier Labs,  P2P.org, Hedgeweek, Bera Daiy, World Liberty Financial, BitGo, 
Cointelegraph, Turtlexyz, The Tac Journal, Plasma, Plume, Berachain Foundation 
about the material loss event prior to public promotion of new initiatives or awards. 
 
This lack of disclosure is a serious governance concern. 
 

G. Request to the HFM European Performance Awards Committee 

 
In light of the above documented facts, we respectfully request: 
 
1. Temporary suspension of Re7 Capital’s nomination 
pending resolution of the ongoing user-loss incident. 
 
Suspension should remain in place unless and until Re7 provides verifiable evidence 
showing they're really handling this problem including Binance correspondence, legal 
representation details, and recovery plans. 
 
2. Independent DeFi-compliance assessment 
prior to granting any award or recognition to Re7. 
 
Granting recognition to an entity under active loss events and unresolved risk-
curation failures would pose significant reputational risk for the HFM European 
Performance Awards. 
 

H. Request for acknowledgment from the HFM European Performance 
Awards 

 
We kindly request acknowledgment of this message for your compliance or 
communications representative. 
 
Thank you for your attention. 
 



Sincerely, 
Xiaoleng 
 



Timeline of Events: Coordinated Financial Exploit of DeFi Protocols by USDX Team
Case Summary:
This report details a large-scale, multi-stage financial crime perpetrated between July and November 2025. The evidence indicates that key actors
associated with the Stables Labs USDX project executed a coordinated strategy to defraud investors across multiple decentralized finance (DeFi)
platforms, primarily Euler Re7 and Lista DAO. The scheme involved using the project's native tokens, USDX and sUSDX, as fraudulent collateral to
borrow millions of dollars in legitimate assets (primarily USD1 and USDT). The stolen funds were systematically funneled to a central wallet on the
Binance exchange. The exploit culminated in the deliberate crashing of the USDX token's value, causing catastrophic losses for all remaining holders and
lenders on the affected platforms.

Key Wallets and Entities:

Attacker Wallet:  0x50de1aa50ff7f5b067e9bdfb317d113c8c0d3da8
Note: This address is tagged by blockchain intelligence firm Arkham as "Flex Yang 杨舟," the CEO of Stables Labs, the issuer of USDX.

USDX Team Wallet 1 (Primary Funder):  0x5dbf56810f0c07e68c2dd8214408074148541d24
Note: This wallet was observed maintaining the USDX price peg for months, indicating its official capacity.

USDX Team Wallet 2 (Secondary Funder):  0x0f30c7e8741f3a0095d0da6259ceab662fd575fa
Note: Also identified as a core project wallet involved in peg maintenance.

Binance Inflow Address (Central Exit Point):  0xaf4f176d58a2b05e4ad61408a59edd9ff1c53c1e
Note: The destination for all unlawfully acquired assets.

Chronological Sequence of Events

Phase 1: Initial Funding of the Attacker Wallet (July 2025)

July 2, 2025, 16:34:43 UTC: USDX Team Wallet 1 sends 2,999,999 USD1 (valued at ~$2.998M) to the Attacker wallet.
(Tx:  0x2d62e9a69a8fd0fc5fba73bcda9f9bf8135ff598f2d0ef941c680cb19ae9324c )

July 2, 2025, 16:38:19 UTC: The Attacker immediately transfers the full amount to the Binance Inflow Address.
(Tx:  0x33128f43c349de35f0e2f6249b82a1f7db5106cac62e7c20fec2bed42a9598bf )

July 10, 2025, 13:31:08 UTC: USDX Team Wallet 1 sends another 3,000,000 USD1 to the Attacker.
(Tx:  0x980d77e449d5a04f094b1003fe89203acd579a7949ac2f3f846bf975425a86a5 )

July 10, 2025, 13:33:59 UTC: These funds are transferred to the Binance Inflow Address.
(Tx:  0xd0727148fa35c8a103d9aae6e2103dbfa71a282b1ddc482cf64746fdc5161180 )

July 24, 2025, 11:39:43 UTC: USDX Team Wallet 1 sends a final early funding amount of 1,000,000 USD1.
(Tx:  0x1e2a0f9ccaade988e931ad76e68804b5951991e537e05a5d0235bc83b6c4529b )

July 24, 2025, 11:46:03 UTC: These funds are sent to the Binance Inflow Address.
(Tx:  0x2bbf3d87f5fe59708182f2c58df8c021d764a605692dbbea6e16d476b592c0a9 )

Phase 2: Exploitation of Lista DAO (October 24 - October 27, 2025)

October 24, 2025, 12:25:25 UTC: The Attacker receives 300,000 USDX from USDX Team Wallet 1.
(Tx:  0x146e4d5c0923b30118b0f05bd81d15e22c937e09cdb316b80dd7708ee693ca2b )

October 24, 2025, 12:30:41 UTC: The Attacker deposits the 300,000 USDX as collateral into a Lista DAO vault.
(Tx:  0x37a73d4aabd53db15a227179169f871e420dd9d7fac972eeaf875d8d9b5c1efc )

October 24, 2025, 12:30:50 UTC: The Attacker borrows 210,000 USD1 against the USDX collateral.
(Tx:  0xf0f3c9b57cec3338c2e9b3f459a2ae95d6ad81cb444a3f980a79bdd7ba4d3b8f )

October 24, 2025, 12:31:47 UTC: The borrowed 210,000 USD1 is sent to the Binance Inflow Address.
(Tx:  0x2e545785d2f4c14220e8f0785e93a169a1890a2a863dc1e1ce079b2028217935 )

Phase 3: Escalation to Euler Re7 and Multi-Platform Exploitation (October 27 - November 3, 2025)

October 27, 2025, 05:52:21 UTC: The Attacker receives another 700,000 USDX from USDX Team Wallet 1.
(Tx:  0x34988a5f6f1ea864a492c1607800bfd8b48fa89d18a98afcfe4cf55fb2379a13 )

October 27, 2025, 05:58:38 UTC: The Attacker begins the Euler Re7 exploit, depositing 200,000 USDX as collateral and borrowing 150,000 USDT.
(Tx:  0x7c7b38fb2bebc519521ed60c7ae2acb26f88c90a237e3a7781da295f747e1cea )

October 28, 2025, 08:55:35 UTC: A USDX team-controlled contract sends 1,000,000 sUSDX to the Attacker, seemingly for no cost other than gas
fees.

(Tx:  0x9e623588a8002d9aaf1fca74381017a95bb980c8cf039842e31d2ac07e4548a7 )
October 28, 2025, 08:58:45 UTC: The Attacker deposits 200,000 of the newly acquired sUSDX into Euler Re7 to borrow another 150,000 USDT.

(Tx:  0x91b9b686ddcec4237ba97c42f76c2ed7c4b2246bbf1762e37551c2731d372d12 )
October 29, 2025, 20:21:34 UTC: The Attacker receives 1,000,000 USDX from a team-controlled contract.

(Tx:  0x4d24f435e70077bc0d06653d5fffacd84f2f9797ff6a2b6c386e4ae3e0f0e54c )
October 31, 2025, 07:40:02 UTC: USDX Team Wallet 2 sends 5,999,900 USDX to the Attacker.

(Tx:  0x97806757e22429748dd91bdcab57c9b9a0ac6710db1a891fd64f43bc8a011ae4 )



October 31, 2025, 07:40:46 UTC: USDX Team Wallet 2 sends 6,000,000 sUSDX to the Attacker.
(Tx:  0x56a24b6e3bccf6d9613d79d9f2d24eb036b1b6a2e1db8cb27172582571c98c7c )

October 27 - November 3, 2025: Throughout this week, the Attacker repeats the exploit cycle dozens of times across both Lista DAO and Euler Re7:
supply USDX/sUSDX as collateral, borrow valuable assets (USD1/USDT), and immediately transfer them to the Binance Inflow Address.

Phase 4: The Final Exit and Deliberate De-Pegging Event (November 5, 2025)

November 5, 2025, 05:44:49 UTC: The Attacker begins executing a series of large "sell" orders for USDX on the decentralized exchange
PancakeSwap, swapping it for USDT.

(First Swap Tx:  0x3de00ce2c5840037d39425357f9a8fda96ba20b0c0c38c869a863d9622985331 )
November 5, 2025, 05:44 - 18:35 UTC: Over the course of the day, the Attacker executes over two dozen large swaps, systematically draining the
USDX-USDT liquidity pool. This action intentionally crashes the value of USDX.
November 5, 2025, 18:35:21 UTC: The final batch of USDT acquired from the de-pegging event is transferred to the Binance Inflow Address,
concluding the active phase of the attack.

(Final Exit Tx:  0xb5449d5e0cd9139fb5aa94161a8a431de93d28023e2474a09e8b88b916d89b59 )

Impact and Overall Damage:

1. Direct Financial Loss: The total value of assets stolen (primarily USD1 and USDT) and funneled to the Binance Inflow Address is estimated to be in
the tens of millions of dollars.

2. USDX Token Collapse: The deliberate draining of the liquidity pool caused a catastrophic and permanent de-pegging of the USDX token. Data from
CoinGecko confirms its value fell by over 93% from its $1 peg, wiping out the value for all other token holders.

3. Platform Insolvency: The attacks left the Euler Re7 and Lista DAO lending vaults with unrecoverable debt, as the collateral (USDX/sUSDX) held
against the borrowed funds was now worthless. This resulted in direct losses for all users who had supplied liquidity to those vaults.

4. Systemic Failures: The report indicates that Euler.finance failed to implement safeguards to prevent the attack or mitigate losses, while Binance was
allegedly unresponsive to requests from victims to freeze the illicit funds that were being consolidated in their exchange.
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Telegram group: https://t.me/c/Re7Labs_recovery_group/1 

 



 

 

 




